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Message from Director
In the past two decades since the very beginning of Bhutan’s digital transformation
journey, the Government’s efforts have been targeted towards achieving efficient
service delivery and reducing the cost of delivering services. Although a great deal has
been achieved; still there are more opportunities for digital transformation as evidenced
by the Government’s priorities through the Digital Drukyul Flagship (DDF) program,
which targets Digital transformation in various sectors, including Health, Education,
Finance and Agriculture. The DDF program aims to improve healthcare services,
connect government offices, enhance learning in schools, enhance public services,
increase the trust of online services and develop ICT Capability and Capacity.
In the past year, the pandemic highlighted the critical role of technology in the continued
functioning of our society. It highlighted the need to regularly use ICTs in combating
such crises. The need for ICT was felt more than ever to support the effective delivery
of essential services and the management of critical information to help manage
the pandemic. It required bringing together skilled ICT professionals from different
agencies to develop critical systems in record times. It is evident from this experience,
that our ICT workforce has the will and passion to help, as His Majesty said, “build a
better Bhutan”.
The Royal Kasho on Civil Service reforms emphasizes the urgent need for us to
leverage emerging technologies to fast-track Bhutan’s transition to a knowledge and
tech-driven economy. The department will strive to create the necessary conditions to
optimally leverage the opportunities created by emerging technologies. Accordingly,
the department will continue to direct resources towards enhancing public service
delivery; encouraging and supporting the development of secure digital services to
improve the lives of our citizens.
On behalf of the department, I would like to present the Annual Report for the year
2020-2021 with highlights of the major activities of the department including the
achievements and challenges from the last fiscal year. In addition to the hard work
of the staff, the progress and achievements were made possible due to the continued
support and collaboration of the larger ICT fraternity and the unwavering support of all
our stakeholders. I would also like to take the opportunity to acknowledge the continued
support and guidance from the Hon’ble Minister, Dasho Secretary and the dedicated
staff of the Ministry of Information and Communications.
Thank you,
Jigme Tenzing
Director

Acknowledgement
The Department would like to express our deepest appreciation and gratitude to
the following organisations for the support extended to the Department to achieve
its vision in making Bhutan a step closer to becoming a knowledge society. We
would also like to apologise in advance if we have missed any of our stakeholders.
All of your contributions are greatly valued, and any absence here only reflects our
oversight and not the significance of your contributions.
● Government Initiated Networks (GovNET & DrukREN) - Ministries,
Dzongkhags, Thromdes, Drungkhags, Gewogs, Bhutan Power Corporation and
Telecommunication Service Providers;
● Joint satellite project with ISRO - Indian Space Research Organisation
(ISRO), Embassy of India (EoI), Thimphu and Ministry of Foreign Affairs (MFA);
● Draft National Cybersecurity Strategy - Royal Bhutan Police, Office
of Attorney General, Bhutan Infocomm and Media Authority, Ministry of
Education, National Commission for Women and Children, Ministry of Health,
Ministry of Foreign Affairs, Ministry of Finance, Ministry of Information and
Communications, Royal Monetary Authority, Bank of Bhutan, Bhutan National
Bank, Druk Holdings and Investment, Bhutan Power Corporation, Bhutan
Electricity Authority, Bhutan Telecom and Tashi Infocomm Ltd;
● ICT cluster implementation - RCSC, Dzongkhag and Thromde
Administrations, ICT Officials;
● ICT capacity development - Dzongkhag/Thromde administration,
Colleges, Thimphu TechPark Ltd (TTPL), Royal Institute of Management (RIM)
and ICT private sector;
● Digital Flagship Program All Ministries and agencies, PMO,
Dzongkhags/Thromdes, Colleges/Schools, TechPark Ltd (TTPL), Druk Holding
Investment (DHI), Gross National Happiness Commission (GNHC), Private
Sector, ICT officials;
● Google Workspace (Formerly G_Suite) - Google Workspace
Administrators in the agencies.

Executive Summary
Information and Communications Technologies (ICTs) have no doubt been the
driving force behind the development and improvement of effective and efficient
public service delivery systems in Bhutan. The department implemented numerous
initiatives in the successive five-year plans that paved the way to the current 12th
Five Year Plan. Some of the notable achievements include but are not limited to,
the establishment of the government-wide network infrastructure (GovNet), the
Government Data Center (GDC), e-service delivery platforms, ICT personnel’s
capacity development activities, implementation of Telecommunication Policy,
the centralized Government Email System and another whole of government
initiatives.
In the current 12th FYP the Royal Government of Bhutan (RGOB) has prioritized
ICTs with the vision of an “ICT enabled knowledge society as a foundation for
Gross National Happiness”. As a part of the current plan, the major activity Digital
Drukyul Flagship (DDF) program was initiated to harness the power of ICT to
transform Bhutan into a smart and inclusive society. The program mainly aims to
provide the necessary environment for citizens to be able to access the basic and
essential services readily and swiftly.
This Annual report summarizes the achievements and progress made by the
Department for the fiscal year 2020-2021. The main activities include the DDF
program, infrastructure services, application services, cyber security programs,
space and telecommunications programs and tech industry development programs.
A brief overview of some of the important activities including their progress are as
highlighted in the following:
Digital Drukyul Flagship
The DDF program comprises nine major components. It aims to create a digital

ecosystem to ensure the availability of digital services and to equip the citizens
with the required skills and means to access these digital services. The major
focus is on integrating services through Integrated online Citizen Services,
Integrated online Business Licensing and Integrated taxation system projects that
will radically improve citizens’ satisfaction through the availability of end-toend public services. The electronic Patient Information System (ePIS) is another
major initiative for improving the quality of health through the implementation
of patient records that can be accessed by doctors from any part of the country.
Another highlight of the program is the Digital Identity that will provide a unique
individual identity to all citizens to access all the online services available. Further,
the Digital School project aims to provide all schools with connectivity and digital
content to enhance learning through different modes, mediums and channels. In
addition, the enhancement of the Government Initiated Network, enhancement of
ICT sector capacity and competency, and the Data Science project round up the
rest of the initiatives that are detailed in the ensuing sections of the report. Upon
receiving approvals from the government, the DDF program started its official
implementation only from October 2019 coinciding with the FY 2019-20.
eGov Governance
The eGov Governance review process that is guided by six eGov principles: digital
by default, re-use and sharing, single source of truth, information security and
privacy, need-driven initiatives and sustainability, is an important priority of the
department. It was instituted to enable a coordinated approach towards ICT efforts
and to reduce duplication of efforts and wastage of government scarce resources.
During the fiscal year, a total of 92 proposals were received, from which an e-Gov
review committee endorsed 55 proposals with a total budget of Nu. 128.56 million.
Space Initiatives
Bhutan’s journey into space has taken off as a result of the vision of His Majesty
the King to harness space resources and technologies for the benefit of our country,
and to use related activities to create a greater sense of interest and passion in

our youth for science, technology and innovation. One of the main initiatives
under Space was the launch of BHUTAN-1, the country’s first satellite to the
International Space Station (ISS) on 29 June 2018. As of 19 November 2020, it is
believed that the satellite may have disintegrated after orbiting Earth for 2 years
and 3 months. A major achievement for this fiscal year was the initiative taken
in collaboration with the ISRO to develop a joint satellite that is expected to be
launched by the end of 2021.
Tech and Industry developments
The ICT sector is a crucial driver of economic and social growth. It is equally
important for the government and regulators to ensure a conducive environment
is created to support the healthy growth of the industry, and evolve to create a
new ICT ecosystem for modern economics. In recognition of the importance of
keeping pace with emerging technologies, various tailored- training programs were
conducted for non-ICT Small and Medium Enterprises (SMEs). Furthermore, an
annual ICT Industry meet was conducted to discuss the issues and challenges
hindering the Industry and, subsequently develop a concrete action plan to address
these issues and challenges.
BtCIRT
The Bhutan Computer Incident Response Team was established to effectively
identify, defend, respond to and manage cyber threats within the Country. For this
fiscal year, the team successfully drafted the first National Cybersecurity Strategy
(NCS) with the concerned stakeholders. Cybersecurity advocacy programs were
also carried out through various mediums to create awareness among the users
on the security threats and risks looming online such as e-mail phishing, identity
theft, Facebook scam, etc.
Communication and Collaboration
The successful implementation of ICT initiatives hinges on good communication
and collaboration among the ICT professionals. Understanding the need for a
good communication platform, ICT heads meeting has been adopted as one of
the communication mechanisms to raise issues and seek support. So far, four ICT

heads meetings were conducted for which issues and challenges were discussed
and the corresponding working solutions to resolve the problems and issues were
also discussed.
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I. Background
The Department of Information Technology and Telecom (DITT), Ministry of
Information and Communications (MoIC), Royal Government of Bhutan is
the lead agency in promoting and developing information and communications
technology (ICT) in the country. The Department is also the parent agency of all
ICT professionals in civil service. The ICT Officials provide various ICT services
such as networking and security services, administration of websites, and system
development whenever necessary for delivering effective and efficient public
services across the country.
Vision:
“ICT enabled knowledge society as a foundation for Gross National Happiness”
Mission:
• Facilitate tech-based solutions (products and services) to policy issues with a
focus on strengthening integration between Policy, Operations and Technology;
• Develop Reliable, Secure and Resilient Systems;
• Create a thriving digital industry;
• Build digital capabilities and confidence in civil service;
• Build technical foundation for Digital Governance;
• Building Common Digital and Data Platforms and ensure management &
security of information and data
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II. Organogram

Figure 1: Organogram of the Department
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There are 61 staff in the Department headed by the Director. Chief ICT officers
lead the seven divisions. Table 1 presents the divisions of staff in the Department
mentioning the number of regular staff members and the number of contract staff.
Table 1. Division of staffs in the Department
Sl.No

Division/Section

1
2
3
4
5
6
7
8

Administration Unit
Application Development Division
Application Management Division
Infrastructure Division
Tech Industry Development Division
ICT Management
Division of Telecom & Space
BtCIRT
TOTAL

Strength
Regular
Contract
3
3
5
3
3
2
10
3
3
2
4
2
11
2
5
0
44
17

The table below represents the total number of ICT professionals working in the
civil service and the breakdown of the number of ICT Officers and ICT Technical
Associates present in the different organisations.
Table 2. ICT Professionals in the civil service

1

Ministries/Agencies/ Thromdes/
Dzongkhags
Ministries

2

Autonomous Agencies

40

45

85

3

Dzongkhags

22

22

44

4

Thromdes

6

11

17

113

124

237

Sl.No

TOTAL
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ICTO

ICTTA

Total

45

46

91
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III. Financial Overview for the Year 2020-2021
Budget Allocation Nu.917.929 m (capital and current budget)
Annual spending Nu. 537.820 m (capital and current budget)

Figure 2: Budget allocation and spending for the year July 2020 - June 2021

The Department received a total of Nu.917.929 Million for the fiscal year 20202021. The overall budget achievement reported for the FY 2020-2021 was at 58.6%.
The achievement was mainly affected due to COVID-19 which mainly caused delays
in the completion of the projects under the Digital Drukyul Flagship programme.
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IV. Major Projects
The diagram below presents some of the major ongoing projects of the Department.

Figure 3: Overview of the major ongoing projects of the Department
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V. Department Milestones
The diagram below presents the status of the Department’s milestones.

Figure 4: Department Milestones
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Achievements

Digital Drukyul
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Annual Report, July 2020 - June 2021

VI. Achievements
1. Digital Drukyul Flagship Program
The Digital DrukYul Flagship (DDF) Program is one among the nine flagship
projects/programs identified as priority areas critical for the people, aside from
the 12th Five-year plan. The total budget outlay of DDF is Nu. 3,132 million. The
Digital Drukyul program is envisaged to develop a digital ecosystem for citizens.
The program aims to harness the power of ICT to transform Bhutan into a smart
and inclusive society. The program’s objective shall be achieved through focused
turnkey initiatives that will radically improve citizens’ satisfaction of public
services through end-to-end Integrated online Citizen Services and Integrated
online Business Licensing that will free up millions of productive mandays back to
our citizens. The program will ensure that all schools will be provided with usable
connectivity and empower teachers to leverage digital content to enhance teaching
and learning outcomes across the country through digital schools. Further, the
quality of citizens’ healthcare will be improved through the implementation of an
electronic Patient Information System in all hospitals.
All of this will be enabled through the implementation of robust infrastructure
and systems such as a single digital identity, access to reliable information systems,
infrastructure & connectivity to about 1000 government offices and schools &
hospitals. All of this while developing arobust domestic ICT industry to not only
sustain it but also leverage it for digital export in the future. It is also expected that
the successful implementation of the various components will lay the foundation
for the success of e-Commerce in Bhutan.
The DDF program has nine major sub-components, out of which four are led by
DITT while five projects are implemented by the relevant agencies with technical
& programme support from DITT. The DDF’s overall physical progress as of June
2021( i.e for the last 2 FYs) stands at 39.68% and financial progress at 34.23%.
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Figure 5: Program Summary of Digital flagship program
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1.1 Biometric Data Collection for National Digital Identity
The National Digital Identity (NDI) is an initiative taken to provide a convenient
and secure platform to avail online services to the citizens. The NDI project was
launched with the collection of biometric data of the citizens which mainly includes
face recognition, fingerprint and palmprint for identifying the individuals. Once
the project is completed, individuals will be given a unique digital identity based
on the biometric information collected. The NDI will be issued based on citizens
and expatriate data in the Bhutan Civil Registration and System (BCRS) and the
Immigration Information and Monitoring System (IIMS) respectively. These systems
will be used to indisputably identify individuals who will then be boarded to the
National Digital Identity platform to legally transact online with the government,
financial institutions and others. Given the significance and criticality of the
information, it is imperative that the quality of data in these two systems is beyond
reprove.

Drafting of biometric data regulation, being able to collect biometric data of
approximately 17599 individuals under the piloting phase.
The Department of Information Technology & Telecom in collaboration with the
Department of Civil Registration and Census, Department of Immigration and
Desuup Office piloted a project to update citizens and expats’ databases for National
Digital Identity.
The pilot project for collection of citizen biometric data was conducted for over
two weeks in Thimphu Throm and Mewang Gewog. It was later extended to all
the government agencies, corporate offices, banks in Thimphu, Wangduephodrang
Dzongkhag Administration, Punakha Dzongkhag Administration and Punatsangchhu
I & II. The total citizen biometric data collected as of 31st August 2021 was 23,243 and
was done strictly following the COVID-19 protocol. The pilot project for expatriate
residents was done in Punatsangchhu I & II.The total expatriate biometric data
collected was 2,024. The nationwide rollout plan for citizen biometric data collection
will be implemented by the end of September 2021.
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1.2. Government Initiated Network (GIN)
GIN is a dedicated private network operated and maintained under the supervision
of the department that connects over542 government offices to the fiber-optic backbone network. The network encompasses two major networks namely the DrukREN
(Druk Research and Education Network) and Government Network (GovNET).
GovNET further consists of smaller networks such as Thimphu Wide Area Network
(TWAN), ThWAN (Thromde WAN) and DzWAN (Dzongkhag WAN) and Gewog
network extension. GIN is the primary network that facilitates delivery of critical
online services to the citizens. Similarly, DrukREN offers connectivity to all research
and educational institutes in the country.
The national fiber broadband network connectivity is enhanced and made more
reliable through establishment of two additional redundant network rings as follows.
1) Government Data Center (GDC)
118 hosting platforms successfully configured and deployed to various government
agencies. Fiber route testing and patching works along Simtokha -Rurichu -TsirangGelephu-Tingtibi-Yurmoo-Garpang-Bumthang(BT Data Center) route was
conducted. Colocating GDC Backup System to Bumthang and commissioning in May
2021.

Government Data Center: Bumthang
The Department identified Bumthang as a favourable site for co-locating the existing
Backup System as Bumthang falls in a geographically different and seismologically safer
zone in the country. Moreover, friendly (ambient) climatic conditions and accessibility
both via road and air were deciding factors.
Initially, the establishment of a full-fledged Disaster Recovery Center in Bumthang was
proposed in the 12th Five Year Plan period under the Digital Drukyul Flagship program.
The proposal entailed building a physically separate Data Center Infrastructure in
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Bumthang within a 1-acre plot to enable instant recovery of all critical government
systems including G2C, G2G and G2B services that are currently hosted in the
Government Data Center (TTPL) should primary Data Center (TTPL) get crippled by
natural disasters such as earthquake, landslides, floods etc. However, as an alternative
measure against the initially planned Disaster Recovery Center, the Department opted
to colocate the existing Backup System at BT Data Center in Bumthang, which was
subsequently commissioned on 17th May 2021. This will ensure a cold data backup in
case of any outage at the primary site.
Thimphu and Bumthang sites are currently inter-connected through Virtual Private
Network (VPN). The link will be switched to a high-speed P2P fiber network upon
completion of the ongoing Thimphu-Gelephu-Bumthang fiber lighting works under
the Digital Drukyul Flagship Program.
2) Dzongkhag Wide Area Network
Government Initiated Network Workshop
The ICT sector in Dzongkhags and Thromdes has been delivering ICT related services
and support to their organizations. Besides formulating and implementing projects at
Dzongkhag/ Thromde level, they have been part of DDF projects being coordinated
and implemented by DITT.

Dzongkhag Wide Area Network, a component of the DDF project, is being built
to interconnect nearby government offices with a fiber optic network. A technical
workshop was conducted to sensitize and train the participants on the new network set
up to ease network operation and management. The participants were also introduced
to various WAN services that could be deployed to benefit from interconnectivity.
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Upon commissioning of the network, the ICT section will take the responsibility of
operation and management of the WAN network.
Meeting on Electrical Safety on ADSS
As part of the ongoing GIN Digital Drukyul Flagship Project, the department invited
officials from Bhutan Electricity Authority and Bhutan Power Corporation (BPC) to
create awareness on safety and regulations required to be adopted while rolling out
fiber infrastructure. ICT officials from Dzongkhags who are actively involved in the
project monitoring attended the meeting along with contractors/work executors.

Representatives from BPC also sensitized on how to report fiber-related issues to
ensure a reliable fiber network across the nation.
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3) DrukREN
Druk Research and Education Network (DrukREN) is a project initiated to build a
high-speed 10Gbps network for the research and education community in Bhutan.
DrukREN provides connectivity to colleges under the Royal University of Bhutan,
Hospitals, schools and vocational training institutes
DrukREN Technical Workshop
19 DrukREN members representing Higher Research & Education Institutes were
trained to improve skills in optimizing the campus network in order to harness the

high-speed DrukREN Network connectivity. Due to the COVID-19 pandemic,
the implementation of this project has been adversely affected and some DrukREN
members from high-risk areas attended the workshop virtually and couldn’t attend
the capacity development activities in person.
1.3. Enhancement of ICT Sector Capacity & Competency
Enhancement of ICT sector capacity and competency to enhance the skills and
competencies of ICT professionals and promote the adoption of ICT through inclusive
digital literacy. 95 ICT professionals were trained on emerging technologies and
2,789 individuals on digital literacy programmes.
1) DevOps
A virtual DevOps training for 4 weeks was provided to 15 participants from 13th
July 2020 - 14th September 2020. The participants were ICT professionals from the
Government, Private sector, Corporate and IT faculty from technical colleges in the
country. The training provided an understanding of the core ideas on DevOps and
usage of its tools for the development and management of systems. The participants
benefited as it equipped them with basic to intermediate level skills to implement
DevOps for development works in their respective agencies.
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2) Blockchain
A virtual blockchain training was conducted in both Virtual Instructor-Led
Training (VILT) and Hybrid mode of training (Mix of instructor+E-learning)
delivery from 17 November 2020 to 1 December 2020 and 20 November 2020 to
19 December 2020 respectively. There were 30 participants from the Government,
Private sector, Corporate and IT faculty from tech colleges in the country. The
27 participants attended Instructor-led training while 3 attended hybrid training.
The training provided basic to intermediate level skills to explore and develop
applications using blockchain technology.
3) Microservice
Virtual training on microservices architecture in a VILT delivery mode was
conducted from 12th October to 28th Oct 2020. 39 out of 50 participants attended
the VILT training while 11 attended the hybrid mode training delivery from 15th
Oct to15th Nov 2020. The participants were IT professionals from the Government,
Private sector, Corporate and IT faculty from tech colleges in the country. The
training equipped the participants with the skills to develop applications using
Microservices architecture. The participants gained an understanding to develop
and deploy applications locally using the Microservice Architecture.
4) Access to Udemy online learning platform
The department initiated a capacity building program for ICT professionals in the
country leveraging Udemy online learning platform and purchased 1000 licenses
for all ICT professionals from the government, private sector, corporates, IT
faculty from tech colleges and also extended it to unemployed IT graduates to
help them enhance their skills for employability. The customized Udemy platform
has access to around 4000 courses ranging from technical operations to hardcore
technical courses, managerial and soft skills. The department created mandatory
tech learning paths to be completed by all the learners that are being closely
monitored by respective administrators from ICT Management and Tech Industry
Development Divisions to ensure that the accounts are effectively utilized.
5) Non ICT Capacity Building/Digital Literacy
The digital literacy program is one of the components under the Digital Drukyul
flagship which has been initiated to enhance the digital skills of citizens to harness
maximum benefit from ICT. The program has been rolled out across the country
with support from the local administration.The major focus of this program includes
conducting hands-on training in various areas such as computer fundamentals,
digital services and payment, online security, google workspace and social media.
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Digital Literacy Program

As of 2020, 2789 citizens have been trained across the country.The
Department plans to extend the program to people from remote areas in
the country in the following years to empower them to leverage online
services.
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Digital Literacy Awareness program

While face-to-face training is some of the activities undertaken under the program,
to maximize the benefits and to increase reach, the department developed digital
content on various online services and made it available to the public through
print, broadcast media and social media platforms. The digital content focuses on
educating the citizens on new online services and usage, digital etiquette and further
encourages the citizens to adopt technology as a means to avail services. This has
become especially crucial during the pandemic and social distancing norms. So far,
the digital content on Single Sign-On, Cyber security, mRSTA service and the e-GP
system was developed and made available to the public through BBS, websites and
social media feed.
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Establishment of National ICT Certification Body
The National ICT Certification
Body (NICB) will be a pioneer
body in the ICT sector to achieve
a professional certification in
Bhutan. For this, the technical
working group (TWG) for the
NICB was formed with the key
objective to establish an ICT
certification body. Therefore, this
group comprised experts from respective divisions within the department. Ten
working days workshop retreat was conducted from 2nd - 13th November 2020 at
Paro to draft a certification framework through intensive research, discussion and
collaboration. As an outcome of the Workshop, the TWG produced the first draft of
the “National ICT Certification Body: Administrative Guidelines and Management
Manual”.
1.4. Integrated Citizen Services
The
Integrated
Citizen
Services
component has identified ten core citizencentric services bearing huge potential
to undergo streamlining, re-engineering
and integration efforts. The component’s
scope includes delivery of simplified
public services and a Public Service
Delivery Framework. Business process
reengineering for 10 commonly availed
G2C services is achieved.
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Government to Citizen (G2C) initiative which was launched in 2010 through
the establishment of the G2C Project Office is one initiative that creates enabling
conditions for people to be happy. The G2C initiative has enhanced citizens’ access to
public services and also simplified procedures for them to avail public services which
otherwise is cumbersome for them. G2C has stepped up the efficiency of the delivery
of public services and reduced the delivery time. However, to understand the gaps in
the delivery of services and their effectiveness, the Citizen Satisfaction Survey (CSS)
was conducted between May 2020 and April 2021.
1.5. Digital School
The LMS (Learning Management System) is a platform that allows the creation of
online learning content that can be centrally created by the Department of School
Education, MoE and the Royal Education Council. The learning content creation can
further be decentralized and developed by the teachers for their respective students.
Students on other hand can access the learning materials from any place provided
they have a reliable internet connection and a gadget such as a laptop, smartphone or
tablets. The development of the LMS system is completed as per the update received
from MoE. Nu. 2.51 (m) was spent for the development of the LMS. Further, Nu.3.9
(m) was spent for conducting ToT for the teachers and for end-user training.
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1.6. Electronic Patient Information System (ePIS)

The Ministry of Health (MoH), Royal Government of Bhutan has invited Druk
Holding & Investments Limited (DHI), the parent company of Thimphu TechPark
Ltd. (TTPL) to provide the services for the development and implementation of
Electronic Patient Information System (ePIS). With the dual objectives of delivering
the system to the government as well as building capacity within TTPL to provide
maintenance support services and enhancement requests post-go-live.

ePIS project: Contract agreement was signed between MoH & TTPL on 21st April 2021
project.
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1.7 E-Business Integrated Business Licensing
As Bhutan evolves into an ICT-enabled knowledge based society, more conventional services are offered on e-platforms. To create an enabling environment through
public and private sector development, the Ministry of Economic Affairs had embraced the adoption of ICT to improve public service delivery. In collaboration
with the G2C Office under Cabinet Secretariat, the ministry had developed and
implemented 34 G2B services in 2016. These services have benefited the business
community for the approval of license or other related services like renewal, change
of license (location, name or scales), cancellation, and so on.
There are more than 50 agencies involved for the business licensing processes
and about 400 business activities. Though 34 Business Licensing related services
were made online which had benefited the citizens, their scope was limited to
the operations under the jurisdiction of the ministry (MoEA). Therefore, one of
the major challenges faced by entrepreneurs currently, people need to run from
one agency to another agencies to get clearance and other documents which are
prerequisites for the Licensing processes.

e-Registration system launching, developed by UNCTAD (United Nations
Conference on Trade and Development)
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Business Licensing Process Transformation - Process re-alignment & reengineering for 549 Business Licensing related services were completed. The work
to develop the IBLS system was awarded and the system is under development.
UNCTAD (United Nations Conference on Trade and Development) is currently
carrying out the technical training for MoEA staff and eRegistration framework for
vendors.

1.8 Bhutan Integrated Taxation System (BITS)
As a part of the Digital Drukyul Flagship Program, the national tax system
modernization and development project has been initiated by the Department of
Revenue and Customs (DRC), Ministry of Finance. The system under development,
Bhutan Integrated Taxation System (BITS), would replace its current Revenue
Administration and Management Information System (RAMIS) including all other
applications and functions required as per the tax reforms/laws and procedures.
DRC has awarded the project development to Thimphu TechPark Ltd. (TTPL)
through its parent company Druk Holding and Investments Ltd (DHI). Accordingly,
TTPL has partnered with IUnetworks LLC from Armenia to carry out the
development and implementation of the system. The objective of the Project is to
provide a technical solution to modernize Bhutan’s tax administration in order to
increase voluntary tax compliance, reduce tax evasion and compliance costs, and
increase the administrative efficiency. Towards achieving this, the major scope and
components of the project are as follows:
• Registration module including Goods and Services Tax and Excise Duties;
• Tax deducted at source (TDS) and Non-Tax;
• Personal Income Tax, Business Income Tax and Corporate Income Tax.
The project started on the 16th of June 2020. It is scheduled for a total of three
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years followed by a two years warranty period. BITS is a multi-year project where
procurement, customization/localization and implementation would take place
based on a phase wise multiple release.
1.9 Data Science Project
The agencies in public and private sectors embarked on using information systems
to improve their internal process and efficiency in delivering their services. Over
the time, a massive amount of data records were generated. Currently, these data
are being utilised by the agencies only to provide some insights of their services.
However, it has now become a vital foundation to solve complex issues even beyond
their boundary. This provides a huge potential for the government to leverage on
the study of data to back its decision support system. In order to leverage on these
potentials, setting up of necessary infrastructure, systems and regulations are
necessary. This will also ensure establishment of a required ecosystem for data
to be processed and analyzed to support the government in data-driven decision
making.
As Data Science became an inevitable tool for the modern economy, a Royal
command was issued to form a team and initiate a Data Science Project to develop
the Labour Market Intelligence System and complete it by July 2022.
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2. Application Services
2.1 Reliable and Secure email system Google Workspace
1) There are a total of 9500 Google workspace licenses, and all of these user
licenses have been successfully migrated to the new Google workspace from
Google G Suite. There are two types of Google Workspace: Google Workspace
Business Starter licenses for a total of 8,000 licenses and Google Workspace
Business Standard licenses for 1,500 licenses;
2) There are 334 Google Workspace Business Starter accounts and 339 Google
Workspace Business Standard accounts left;
3) The education sectors have been deployed with 250,000 Google Workspace
licenses;
4) Review inactive accounts that haven’t been signed in for more than three months and
delete inactive accounts. These free accounts will be assigned to new account requests.
2.2. Development of Data Hub (Single Source of Truth)
1) Under the National Data Exchange platform (Datahub), currently, there
are more than 12 agencies able to share data from their systems to authorised
counterparts through standard restful APIs. The data are personal details, family
details, land details, vehicle details, tax details, business license details, and civil
servant details among others;
2) The OAuth 2.0 protocol is implemented to secure the sharing of data over the
national data exchange platform.
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3. Strengthening Cyber Security
3.1. National Cybersecurity Strategy
1) The National Cybersecurity Strategy has been under development since
late 2018 with initial support from the International Telecommunication Union (ITU) where a report outlining necessary thrust areas of Bhutan was provided after an assessment of the cybersecurity state in Bhutan. In
2020, the task force of IT professionals, Policymakers and planners, Attorneys, Law enforcement officers, Educators, Program Officers, among others, from key agencies (OAG, RBP, Banks, RMA, DHI, Power sector, telecom sector) and a few of them representing the government was formed.
2) The task force met twice in May-June of 2020 to discuss, brainstorm and draft the
country’s first cybersecurity strategy. Various international standards and guidelines such as ITU and the European Union and Cybersecurity Strategies of different developed countries were studied and used as a reference to develop our own
National Cybersecurity Strategy taking into consideration the country’s requirement and scenario. The first draft was finalized with seven strategic thrust areas:
Cybersecurity Governance, Cybersecurity Legislation, Protection of Critical Information Infrastructure, Robust Incident Management, Cybersecurity International Development, Cybersecurity Guidelines and Cybersecurity Awareness and
capacity development and along with the framing of supporting plans and prog
3) From July 2020 to June 2021, the draft NCS has undergone various changes after receiving feedback and comments from various stakeholder consultations in virtual mode as well as face to face meetings following the Covid-19
protocols. Stakeholders include representatives from the Private sector, Education sector, ISPs, MoFA, RMA, ICT heads, DHI, Thimphu Tech Park,
Ministry of Finance, Ministry of Home and Cultural Affairs and RCSC.
3.2. Cybersecurity Advocacy Programs
1) BBS English program for raising awareness of the public of prevalent scams
in the country and how to maintain online cyber hygiene was produced and
broadcasted. Viewers were informed of prevalent scams in the country and how
to prevent oneself from falling victim to such scams.
2) BBS English program (Panel discussion) covering online scams, BtCIRT’s
roles and initiatives and basic cyber hygiene was aired on 13th May 2021.
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3) BtCIRT developed 4 awareness videos in April 2020, covering topics related
to social media phishing and scams, password security and email security and
broadcasted the content on national television channels and through social media
platforms.
4) BtCIRT developed 3 additional animation videos targeting school-going children.
The animations covered topics such as Online Predators, Privacy and Identity Theft
and Gaming scams. The content was aired on BBS and shared through various
social media platforms.
5) The team also designed two A1 and A2 sized posters targeted towards school
children, covering topics that are relevant to school-going children. The posters
were distributed to all Primary, Middle and Higher Secondary schools in the country
through Bhutan Post.
6) An article covering ‘Online Safety Top Tips’ for High School students was also
drafted in collaboration with the Happiness Journal, a local magazine that publishes
content relevant to high school children and distributes the magazines to all high
schools for free.
7) 6 articles were published in national newspapers (Kuensel, Bhutan Today, The
Bhutanese, Business Bhutan and Bhutan Today) covering various online security
topics such as BtCIRT initiatives, online threats and crimes, scams and more.
Awareness Videos

4 awareness videos were aired on national television channels and shared through social
media platforms.
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3.3. Critical Information Infrastructure (CII)
1) A Task Force was created with representation from critical sectors like Bhutan
Power Corporation, Tashi InfoComm Ltd., Bhutan Telecom Ltd., Royal Monetary
Authority and critical government sectors to carry out tasks related to Critical
Information Infrastructure (CII);
2) A CII Identification Framework and Methodology was successfully developed
along with criteria and thresholds for the four prioritised sectors.
Critical Information Infrastructure(CII) Workshop
A workshop was conducted from 22 to 25 March 2021 with the task force
members to develop a framework to identify Critical Information Infrastructure
(CII) and subsequently develop criteria to qualify ICT infrastructure, network
and applications as Critical Information Infrastructure.
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3.4 Events conducted under Cyber security program
Workshop on Security Analysis Tools
A three-day online workshop from 2 to 4 December 2020, on Security Analysis tools was
conducted, in collaboration with the Asia Pacific Network Information Centre (APNIC).
The training was instructed by Mr Adli Wahid, Sr. Internet Security Specialist from
APNIC. There were participants from the government and critical corporate sectors such
as the Banks, Power corporations, Insurance, and ISPs amid representatives from the
various government agencies. The training objective was to learn Wazuh, Suricata and
HoneyNet tools for effective security analysis.

Linux Forensics Training
50 participants attended the training online. Again the training was carried out by Mr
Adli Wahid from APNIC. The participants were trained to analyze and monitor Linux
systems for malware. The knowledge will also help them strengthen their Linux systems
in terms of securing them from possible malware attacks. The main challenge was to
assist the participants when they had issues. Therefore, it was realised that a practical
intensive training is best to be carried out face to face.
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4. Space Activities
4.1 BHUTAN-1 Deorbit
1) BHUTAN-1, the country’s first satellite, has reentered Earth’s atmosphere
bringing its orbital life to an end. BHUTAN-1 was launched to the International
Space Station (ISS) on 29 June 2018.
2) On 10 August the same year, BHUTAN-1 was released into orbit from the ISS.
The satellite was released into an initial orbit altitude of around 400 km (kilometre).
As BHUTAN-1 orbited Earth thereafter, its altitude gradually decreased until it
reached an altitude of around 250 km where the rate of altitude decrease was much
faster.
3) The last contact with BHUTAN-1 was made by the satellite operators in the
Department from the DITT ground station on 16 November 2020. The last data
showed that all technical parameters of the satellite were normal.
4) After a little more than 2 years and 3 months, and orbiting the Earth more than
13,000 times, BHUTAN-1 has reentered Earth’s atmosphere. It is predicted that the
satellite may have disintegrated over South America on 19 November 2020.
4.2 Joint Satellite Project with ISRO
1) A framework MoU between and GoI on Cooperation in Peaceful uses of Outer
Space was signed on 19 November 2020. The signing of the MoU opens the
avenue for collaboration between India and Bhutan in the field of Space Science
and Technology. Any organization of Bhutan can collaborate with any organization
in India for space science related to research or projects. One of the initiatives
under the framework of the MoU is the development of a joint satellite between
ISRO and DITT;
2) Accordingly, a team of 4 engineers ( 3 from DITT and 1 from CST) went to
Bangalore to attend a short training as a first phase implementation of the Joint
Satellite Project. The team received training from ISRO on the Satellite development
aspects focusing on ISRO’s Nanosatellite bus. While in India, the project modalities
and satellite specifications were also discussed and finalized for implementation.
It was decided that the majority of the project will be implemented in India while
a part of the project (secondary payload) will be partially implemented in Bhutan.
The initial design and prototype development will be carried out in Bhutan. Once
the design matures, the final production of the components and development of the
satellite will be carried out in ISRO’s facilities in India;
3) After returning from India, the team has developed the Breadboard Model
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(BBM) of the secondary payload for the joint satellite project and are gearing towards
developing an Engineering Model (EM). After conducting adequate testing on the
prototype and once the design of the payload is completed, the team will then travel
to India again and complete the final assembly and integration of the joint satellite.
The team will also perform the necessary testing before the satellite is launched. The
joint satellite is expected to be launched within 2021.
4.3 World Telecommunication and Information Society Day
The Ministry of Information and Communications (MoIC) joined the rest of the world
in celebrating “World Telecommunication and Information Society Day (WTISD)”
2021. The theme of the celebration was “Accelerating Digital Transformation
in challenging times”. On 17th May every year, the WTISD is celebrated with a
purpose to help raise awareness of the possibilities that the use of the internet and
other information and communication technologies (ICT) can bring to societies and
economies, as well as of ways to bridge the digital divide.
Coinciding with the World Telecommunication and Information Society Day, the
MoIC announced the result of the National Website Competition for the fiscal year
2020-2021. The website competition for the fiscal year 2020-2021 was conducted by
the Department of IT and Telecom (DITT), MoIC. The websites were evaluated over
a period of 9 months in 2 rounds. The actual evaluation took place from 5th October
2020 to 19th February 2021.
4.4.. Bhutan Space Week 2021

For the second celebration of Bhutan
Space Week 2021, four activities were
carried out virtually to engage and inspire
youth in space science and technology.
One of the activities was the publication
of a children’s book on space titled
“The Little Astronaut - Dawa’s journey
to space”. 5 copies of each of the books
were distributed for free to 321 primary
schools across Bhutan and other nonprofit libraries.
Further, the official logo of Bhutan Space
Week was launched. It was selected based
on an open competition for all students
from classes pp-12 across the country. The
winning logo designer was a 16-year-old
student from Zhemgang Central School
and was rewarded with a cash prize of
Nu.10,000.

Page No. 26

eGov Governance

Page No. xi

Annual Report, July 2020 - June 2021
5. eGov Governance
The main objective of the e-Government Governance Framework is to ensure
effective implementation of the e-Government initiatives with clear visibility
and accountability at all levels. This enables the Government to streamline
Whole of Government (WoG) ICT Planning & implementation in a holistic
approach through:
● Fostering collaboration & coordination across agencies to optimize
and share ICT resources & infrastructure wherever possible;
● Derive synergies through collaboration;
● Ensure prudent ICT investment through the eGov review process by
eliminating duplication of effort and resources.
One of the key requirements under the eGov structure for every agency is
to mandatorily seek eGov clearance from the eGov committee for any ICT
initiative. Agencies have to use the eGIF portal at https://egif.dit.gov.bt or www.
dit.gov.bt to submit an application request for eGov Clearance.
For the fiscal year 2021- 2022, a total of 92 proposals were received, mainly
categorized to Network and Infrastructure, System Development and
Enhancement, Security Solutions and Capacity Development. From which
an e-Gov review committee endorsed 55 proposals with a total budget of Nu.
128.56 million.
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6. Strengthening Communication and Collaboration
6.1. Establishment of ICT cluster services in Dzongkhags and Thromde
1) The implementation of ICT cluster services in all Dzongkhags and Thromdes
except for Thimphu Dzongkhag, Thimphu Thromde and Samdrup Jongkhar
Dzongkhag was approved in March 2020. The Dzongkhag ICT Officers were
trained (online) to start an awareness program on cluster services concepts
and standard operating procedures. The same awareness was also provided to
the heads of government offices such as hospitals, District courts, schools and
regional offices.
2) The ICT Professionals have informed the relevant stakeholders and started
given services beyond the Dzongkhag and Thromde administrations. Although
most Dzongkhags didn’t have issues pooling in ICT human resources, there are
still issues with relieving ICT professionals from regional offices in Tsirang and
Bumthang Dzongkhags.
3) The RCSC has approved the new ICT human resources strength for the
clusters since their service users have increased drastically with the formation of
clusters. The division is yet to transfer additional ICT personnel to the clusters.
6.2. ICT Head Meetings
Four ICT heads meetings are conducted annually where all ICT heads of
various agencies participate. The ICT heads meeting is an important forum for
communication and coordination and plays a vital role in ensuring that works
carried out by various agencies are better coordinated and aligned.

During the 27 ICT Head Meeting, members presented on National Cybersecurity
Strategy, Parenting Manual and update on eGoV Governance Structure which are
activities and projects taken over by the Department for the benefit of the ICT
Sectors and the country as a whole.
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7. Tech Industry Development
7.1. SMEs Training

A focused training was conducted for non-ICT Small and Medium Enterprises
(SMEs) to build the digital skills to adopt technology for efficiency and economic
gains. Further, the training also introduced SMEs with technology products
developed by domestic IT companies that are suitable for SMEs adoption and
usage.
SMEs Training

A total of 25 SMEs attended the training that provided both a training and a
platform to network with relevant IT companies to provide customized solutions
made by Bhutanese for Bhutanese.
7.2. Annual ICT Industry Meet

The annual ICT Industry meet was held on 9th April 2021 attended by
representatives from the department, MoF and executives from the industries.
The annual meet is a platform that brings together the industry and government
for an open discussion and collaboration intended towards the growth of the IT/
ITES industry. This annual meet discussed the pressing issues and challenges
of the industry and how collaboratively they could be addressed. A concrete
outcome of the meet was laid as an action plan for both the industry and the
department.
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7.3. Industry-Academia Linkage Program
1) Collaboration in Research and Development
Research and Development is an important component that drives innovation.
The department is collaborating with Gyelpozhing College of IT (GCIT) for R&D
initiatives in 2 specific tech areas. This is a starting point that will help in capacity
building and exposure for major R&D initiatives that will be undertaken in the
future.
2) Industry sessions with tech colleges
A Virtual Guest Lecture platform was started with sessions organized throughout
the academic period. Industry experts in specific tech areas conducted sessions
with the IT students from the 3 tech colleges. This program is intended to expose
students to the ICT industry relevant activities, current tech trends and real-world
use cases. 7 sessions were conducted throughout the year with the ICT final year
students of Gyelpozhing College of Information Technology, College of Science
and Technology and Sherubtse College.
3) Industry skills assessment
An industry skills assessment was conducted for the first graduating batch of
GCIT to assess their current skills and knowledge. The assessment was organized
by the department and conducted by the industry including some corporations.
The outcome of the assessment enabled categorization of the current skills and
gaps where skills enhancement might be necessary to meet the industry skills
requirement.
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VII. Challenges
1) The overall DFP progress should have been more than 50% by now, however,
like every other sector that is being impacted by the covid-19 pandemic, the DD
flagship project stands no exception. Challenges in getting ICT equipment and
International experts on-site as planned were some of the main causes that led to
delays in several projects.
2) Some of the main challenges faced while implementing GIN Project were
the increase in scope, prioritization of targets such as school connectivity and
southern border Covid-19 surveillance; following of Covid-19 protocols while
entering and exiting high-risk zones within Bhutan, stringing of fibers took longer
than expected due to geographical terrain; local, national and regional lockdowns,
global disruption in supply and manufacturing of goods.
3) For Google Workspace, the pandemic demanded remote working. Our officials
who were just onboarded had challenges in the beginning as it requires some
orientation and hands-on experience.
4) In 2020, due to the COVID-19 pandemic, major BtCIRT activities planned for
the year had to be shelved or postponed. The focus was therefore given to online
workshops and online awareness creation considering an increase in scams and
phishing attacks pertaining to COVID-19. Articles and alerts on the latest cyber
trends, threats, vulnerabilities and best practices were also published when the
country went into lockdown. Considerable progress has been made concerning the
Bhutan National Cybersecurity Strategy document that was spearheaded by the
BtCIRT along with the identification of Critical Information Infrastructure (CII)
in the country.
5) In regard to the various capacity development programs provided, the main
challenge faced during the training was the time commitments from the trainees
due to competing priorities. The training was based on both self-paced learning
and live mentoring during office hours. Time management during the live class
sessions was challenging as it was conducted during office hours and the trainees
had to work in parallel with other responsibilities in their offices.
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VIII. COVID-19 Activities and Achievements
The Covid-19 crisis has accelerated the adoption of digital technologies at both
organizational and the individual level. The following few systems were developed
to combat the impact caused by Covid-19.
1) Essential Goods Travel System
Developed Essential Goods Travel system based on Google Applications for use
by officials of the Central Covid-19 Task Force, MoEA, MoAF, FCB, BLDCL,
Desuung, RBP, 1010 Call center. After successful implementation it facilitated
the travelers and also the delivery of essential goods during lockdown. However,
Google Applications lacks major functionalities of the information system.
2) Entry and Exit System
The Entry-Exit System (also called the GATE system) is deployed at the land
border Point of Entry (PoE) gates to manage and monitor travellers, both nationals
and non-nationals. Bhutanese can use Citizenship ID cards and Driving License
as a document to enter and exit the gates. Non-nationals can use their Passport,
Citizenship ID or Driving License. The detailed timestamp on exit and entry will
be recorded in the system. The users of the system are Immigration Officials.
3) Health Facility System
The flu clinic system/Health Facility System shows the information on a central
map-based dashboard regarding the location of Health Facilities along with contact
details so that the public can easily find the nearest least busy site to visit. This
system will be used by the clinic ground team to register subjects as they visit
the clinics so that MoH can keep track of the number of visitors and the health
personnel required at the sites. The system is implemented in all the 50 plus flu
clinics set up in all 20 dzongkhags and 3 thromdes.
4) Druk Trace App
Druk Trace is a mobile app developed to use for “Contact Tracing” by helping with
the identification of people who may have come in direct contact with a COVID-19
infected person while visiting public places or while using public transportation. In
order to prevent local transmission of the virus in the country, every office, business
entity, public transport (taxis and buses) are required to publicly display a QR code
generated from the Druk Trace App. Similarly, all individuals are mandated to use
the Druk Trace app to scan the QR code every time they enter these public places
or use public transportation.
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5) Quarantine Management System
• Stay Home App
The mobile app is designed for use by quarantined individuals only. The name of
the app is the stay home app. The quarantined individuals can use this app to report
any symptoms of the flu. The monitoring/team/user should review the reports and
depute health staff case by case. The users (quarantined individuals) can submit
scheduled updates such as selfie images as instructed by the quarantine manager. The
app can monitor the quarantined individuals moving away from the set quarantine
boundary/perimeter set by the management for safety. If a breach is identified, the
management team shall be notified for necessary action.
• Control and Monitoring System
This a system for the MoH surveillance team where the system captures the overall
reports of all the quarantined individuals across the country in a dashboard to
monitor in case of the following situation:
- Breach of the perimeter by an individual in the quarantine facility.
- Breach of scheduled updates required.
- Breach of instructions received.
If the system finds a quarantined individual has breached the above situation, a case
is initiated. The MoH team can immediately view the case to take necessary action
and follow up. The case is closed when the action taken has been reported back to
the control and monitoring team.
6) Check Post Management System
It is a web-based application system for the Royal Bhutan Police to basically check
the movement of vehicles from one dzongkhag to another dzongkhag. The system
will also capture the details of passengers travelling in the vehicle. The system has
two features namely registration of vehicle and passenger and the verification of the
vehicle at the check post. The registration can be done by any individual wishing
to travel from one dzongkhag to another. The verification will be done by the RBP
personnel at each identified check post if the vehicle is already registered and the
details of the passenger travelling in the vehicle.
7) Essential Goods Stockpiling system
The system was developed to get the available stock information on the essential
items during the pandemic period. The system has all the available registered
vendors who had come forward to be part of stockpiling during the period and
also the details of the warehouse where stocks have been kept. In addition to it, the
system is also integrated with some of the MoEA systems to display information
such as Market Price, Fuel, Gas and others.
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8) Vegetable Market Information System
The system was developed to collect information on the availability of vegetables
and their demand in all Dzongkhags. The system was built to help the task force
team under MoAF to collect the locally produced information so that they can
transport and distribute vegetables in other dzongkhags. The information in the
system is supposed to be fed in by Agriculture extension offices and private vegetable
aggregators in the Dzongkhags.
9) Covid-19 middleware
Covid-19 Middleware is a backend system that automates data processing,
integration and synchronization of data between the GIS Dashboard and various
other COVID19 system’s data sources as well other relevant government data
sources such as Immigration and Census.
10) Essential Commodity Ordering System (ECOS)
During the time of lockdown, a system was developed to address the logistical
challenges that the essential stock warehouse keepers and the suppliers experienced.
The application automates the steps involved in the essential stock supply chain
process starting from the stock warehouse item registry till the item is IndustryAcademiathe the quality of data in these two systems must be delivered to the
customers.
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IX. Year Ahead
The past one and a half year of COVID19 pandemic has caused social and economic
disruption around the world. While we are still recovering from the global crisis,
the pandemic has also shown us the important contribution technology can make in
helping us to embrace the challenges brought in the pandemic. This has resulted in
reshaping our approaches and strategies at bringing technologies to the forefront to
create innovative ICT solutions.
As part of building a digitally transformed nation and also in line with the vision to
build ICT enabled knowledge society as a foundation for Gross National Happiness,
the Department will continue to carry out the following activities:
● Apart from reliability, one of the important objectives is to make connectivity
affordable considering the criticality of the internet in our everyday aspects. The
Department is currently in talks with the Indian Government in establishing the 3rd
International gateway.
● To enable every citizen to access services effectively and efficiently, the general
public will be provided digital literacy training. Moreover, through the Digital
Drukyul Flagship Program, all the government agencies including schools and
hospitals will be connected to high-speed networks which can stride our digital
transformation goal and in turn improve the livelihood of the citizens.
● Considering the rate at which Bhutan is moving towards online transactions, it is
important to protect citizens using online platforms. The Department has initiated
the biometric data collection as part of the national digital Identity project and will
be implemented in 2023 to protect and secure online transactions.
● In a joint partnership with the Indian Space Research Organization, the Department
will build a satellite in line with His Majesty’s vision to harness space technologies
and applications for socio-economic development.
As we venture into the new normal of working in and around this pandemic, the
department shall continue to strategize towards leveraging the infrastructure and
creating environment for greater efficiencies and effectiveness of public service
delivery.
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